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The purpose of this cheat sheet is help your memory when working with Unix command line level. You need the manual pages for any advanced parameters. You get the manual page for a given command by typing man command at Unix prompt. Yes, you get the manual for man by typing man man at Unix prompt. If you don't like man man try help help. It is supposed to give you instructions on how to use help command. 

Man-system is build in all Unix and Linux systems. There are several man services in the web, pick the one you like: 

· http://codeflux.com/man/ 

· http://www.rt.com/man/ 

· http://www.physiol.ox.ac.uk/~mn/Unix_Manual.html 

· http://www.cee.odu.edu/cgi-bin/cee_man-cgi 

· http://www.esi2.us.es/~jon/man.html 

Be aware, not all man systems contain same pages. Some pages may be old, some missing. 

· There are differences between Unix implementations. AT&T and BSD Unixes differ most, but there are differences between versions and even individual machines. This sheet is based on experience with Digital Ultrix and OSF/1, Hewlett-Packard 9000/UX, IBM S/6000 AIX 4, Linux 0.88 and 1.2.13, Linux SuSE 6.4, Silicon Graphics, Sequent Dynix plus Sun SunOS and Solaris 

Please, remember this document only deals with Unix command line commands. You probably run Unix with some implementation of X Window System whenever you have access to proper hardware. You need command line commands for some special tasks and scripts, and when using Unix with text-only user interface. Some of the special character level funtions depend on the user interface. The most common text-only Unix user interface is VT-100 terminal emulation. Special characters described here are in most cases universal, but the text is written for VT-100 terminal emulation. Some other text-only interfaces may differ in minor respects. 



Help, login, logout and related commands

Directory ~doc in Unix systems contains documents, but program documents may be with the program code. Some programs contain internal help and the documents may be in the program code. 

man x

display or print manual pages for command or program x

apropos x
find information on command or program x

help x

find information on command or program x

login

login

su

login as another user

rlogin

login to remote system (8-bit connection)

telnet

connect to remote system (7-bit connection)

exit

exit from system (sh)

logout

exit from system (csh)

stty

change terminal settings

passwd

change password

yppasswd
change network password

who

list other logged-in users

who am i
display own login information

users

list of users

rusers 

list of remote users in network (end with ctrl-C)

expect

script-based program to talk with text input-output programs

expectk

like expect, but more advanced scripting

date

display date and time

uptime

display system history and load

w

display system history and user info

history

display previous commands given (command history)

uname -sr       display operating system name and version

detach

disconnect the terminal from a task in order to



leave the task running after logout

grep xxx /etc/passwd
search xxx user name or user ID

Some sites do not allow rlogin connections and grep xxx /etc/passwd search, because of security reasons. In any event, do not copy or send passwd (user password) file. 

Without special preparations your background tasks are discarded when you log out. 

Getting out ... 

Sometimes getting out is a problem. Here are some solutions to try: 

logout

common way out from Unix system

logoff

rare version of logout command

exit

common way out from Unix shell

off

way out from session

bye

way out from FTP

quit

common way out from Unix applications

q

common way out from Unix applications

control-D
common way out from Unix shell

control-C
one way out of some commands or hangups

control-Z
way out from a process, but it remains at background

:wq

usual way out from vi editor



usual way out from emacs editor

control-X
usual way out from pico editor

:quit!

forced way out of vi editor

.

one, rare way out from an application

\

one, rare way out from an application

/EX

one, rare way out from an application (Compuserve)

Common way out from X Window windows or applications is moving the cursor onto background and then clicking right mouse button. A pop-up menu should appear, giving exit or quit as one of the alternatives. 

Unix security 

Major part of the security is managed by the Unix system manager, also known as "the superuser" or "the root" and the network manager. However, there are a few important things every Unix user should keep in mind. Even if you have nothing to lose on your Unix account, somebody may use your user ID and password to penetrate the whole system and cause extensive damage. Remember, somebody with your user ID and password is like you. For instance, he can send electronic mail with your identity. 

1. Passwords: The password shall not be too easy to guess or find out. Some visitors are smart enough to check your password under the mouse mat or keyboard. Passwords with uncommon words combined with numbers are relatively safe. Don't use same passwords for insecure external systems, like Web service passwords and secure internal Unix servers. 

2. Automatic login files: Some client programs have internal automatic login files with your user ID and password. It is easy to decode passwords from such files. It is good idea to delete login files for external systems before handing your PC in for upgrades. 

3. Keyboard recorders: There is a good selection of programs known as keyboard recorders available for PCs and Macs. When using a public terminal, be aware of such programs. One may be running on that PC or Mac and recording what you type in. Keyboard recorders store collected data in hidden files, the smartest ones send the data out to the installer of the keyboard recorder. 

4. Unix /etc/passwd file: Now and then you may receive a message asking your /etc/passwd file. The message may include very simple looking instructions to send the /etc/passwd file, but don't ! Sending a copy of this file out of the system compromises the security, because passwords can be recovered from the file. Most Unix systems are protected agains this trick, but better play safe and ignore the requests for /etc/passwd file. 

5. False front-end: There are ways to route your connection to another machine. This machine gives you similar login texts as your faithful Unix server, but only records your user ID and password, after that it gives some error message and disconnects you. If that happens, inform your Unix administrator as soon as possible. 

6. Unix talk, IRC or other real-time programs used to ask your login information: There are several interactive, real-time communication programs in Unix systems. Some of these may be used to send impressive-looking messages to you, asking something, among other things your password. Don't tell ! Somebody may ask same during Internet Relay Chat (IRC) session, again, don't tell ! 

7. Security of file access settings: 
** File access ** File links 

8. Nice to know on user, machine and domain identification: 
** public key systems ** one-time password (SSL, etc.) ** e-mail address ** service or application logins ** full Internet address identification (text/numeric) ** IP-address identification ** hidden identification (cookies) 

Directories and physical media 

Some operations on directories may open access to the whole system for anybody who knows Unix. Please be carefull with commands marked (security !) 

.

this directory (space, one dot)

..

parent directory (space, two dots)

~

user's home directory 

/xxx

absolute (root) reference to directory or file xxx

xxx

relative (from current directory) reference to xxx

cd

change directory

pwd

display current directory name

which progrname display path to the program, which version will run          

chmod

change directory permissions (security !)

chown

change directory owner

chgrp

change directory group

ls

list file and directory names in this directory

ls -al

list full file and directory information 

du

list subdirectory structure and space taken

ln

make link (synonym) (security !)

mkdir

create new directory

rmdir

delete directory

dircmp

compare directories (diff -r)

mount

mount media as a subdirectory (system dependent)

umount

unmout media (note spelling of the command !)

eject

eject media out of the drive (system dependent)

format

format media (system dependent)

mediainit
format media (system dependent)

Files 

Unix does not ask confimation before overwriting or deleting a file, please be carefull. Most systems are set up with optional confirmation, but sometimes you go out of the scope for confirmations anyway. 

> zzz

overwrite standard output to file zzz

>! zzz

force overwrite even when overwrite protected 

>> zzz

append standard output to file zzz

< zzz

read standard input from file zzz

>&eee

redirect, overwrite, error messages to file eee

>>&eee

redirect, append, error messages to file eee

more

display text file one screen at a time

less 

display text file one screen at a time

cat

display whole file (also concatenate files)

od

display file in octal, hexadecimal or text format

head

display from the beginning of the file

tail

display from the end of the file

grep xxx
search string xxx from the file

diff

display differences of two files

sort

sort the file

sort -o

sort the file and remove similar lines

wc

display number of lines, words and characters in the file

cp

copy files or directories

mv

move or rename files or directories

rm

delete files or directories (rm does not ask confirmation)

whereis

find file

find

find file and execute commands on it

chmod

change access permissions (security !)

chgrp

change group

chown

change owner

umask

set access right mask for new (to be created) files

The file may be encoded several times with different programs. In most cases this is shown with appended file type codes, like xxx.ps.tar.gz, where file xxx is PostScript file collection, put together with tar and then compressed with zip. You start processing it from outside in, that is, first gunzip for .gz, then tar for .tar and then Ghostscript for .ps. 

uuencode
encode binary files for text file transfer

uudecode
decode uuencoded file back into binary files

tar

collect files to an archive file (tape archive) (.tar)

compress
compress files (.Z)

zcat

uncompress a compressed file to standard output (.Z)

uncompress
uncompress a compressed file (expand) (.Z)

gunzip

unzip a (.gz) compressed file

ghostscript
print or display PostScript (.ps) file

acrobat

print or display Adobe Acrobat (.pdf) file

Processes 

When you use a program, it creates one or more processes. There are several processes which are needed to run the system. Processes are identified by a number, process identifier, PID. 
at

run command or command file at given time, once

crontab

run command or command file at given time, repeatedly

cron

set timed starts (backgroud), see crontab

date

display date and time

ps

list information on active processes

jobs

display running background jobs

printenv
display values of environment variables

set

display or set values of environment variables

fork

create a new process as a copy of the original

exec

change the code of a process (variations)

nice

set relative priority (Unix version dependent)

kill 

send a signal to the process, kill the process

Control-Z
kill current foreground process, log out of command shell 

sleep x

put the process on hold for x seconds

nohup ccc &
allow command continue running after logout

bg

continue process at background

x &

start process x as a background process

Control-C
move foreground process to background

fg

move the process to foreground

which

asks which path and program copy will run

uptime

display system info

top

displays list of most active processes


Interprocess communication 

There are several ways to send data from one process (running program) to another: 

x | y

unnamed pipe, the standard output of process x

                  is standard input of process y

mkfifo name     named pipe, the named pipe is like a file, one

                  process writes data in and second process reads

                  data out in same order (first in, first out: fifo)

file

writing a file and using it as an input to second



  process

These interprocess communication methods are available only when writing programs, but you may have programs using these: 

standard i/o    receiving and sending data using Unix default

(unnamed pipe)    input and output

named pipe      receiving and sending data via named pipe, ie.



  via special file-like mechanism

RPC             remote procedure call, a system to run a part of

                  of a program (procedure) via TCP/IP connection

                  in same or remote machine, typical in client/server

                  applications

raw TCP/IP      sending and receiving data using TCP/IP or other

                  communication protocols

shared memory   a memory area accessible to both processes, with

                  appropriate locking mechanism to prevent partial



  overwriting

shared file     a file accessible to both processes, with locking



  mechanism

Note, that interprocess communication may block a process, that is, cause it to stop and wait for data, if data is not available when it needs it. Deadlock is also possible, this is a situation, when first process waits data from second process and second from first while neither is sending. 

Command interpreters 

See also shell scripts, which are advanced commands to command interpreters. 

csh

start C shell

ksh

start Korn shell

sh

start Bourne shell

tcsh

start TC (Ohio State) shell

history

print command history for current session

source

execute commands from given file

alias

set alias

setenv

set values to environment variables

unsetenv
remove environment variable

set

set values to variables (shell dependent function)

unset

remove value

echo

echo arguments

export

export variables for other commands

tee

duplicate standard output for next two inputs

bg

continue process at background

fg

continue process at foreground

#!/bin/csh
run C-shell (first line of the script)

exit n

exit from the script with value n (normal 0)

There are several other shells and other ways to start these shells. 

Text editing and formatting 

There are several commercial text processing software packages for Unix, but only the most common ones are below. 

pico

editor, full-screen

vi

editor, full-screen, two state

ed

editor, line based

sed

batch mode editor 
tr

change characters
cut

take characters from fixed postions
emacs

editor, programmable full-screen

awk

pattern-matching processor
perl

advanced pattern-matching processor: www.phlab.missouri.edu/perl/perlcourse.html 

grep

simple pattern-matching processor

wc

count lines, words and characters

sort

sort text lines

latex

text formatter

ditroff

text formatter

groff

text formatter

nroff

text formatter

troff

text formatter

eqn

make mathematical formulas for troff

tbl

make tables for troff

Peripheral control and printing 

If anything else fails, you can print on local printer by copying the file to printer device, but this is not recommended way of printing: 

cat filename > /dev/lp

The standard Unix printer only prints text with selectable fonts. In practice, most printers are graphical printers, able to print text and graphics using Adobe PostScript coding. When using X Window, you usually use a tool called printtool to do your printing. Printer selection is managed with printcap file and print command options. 

lp

print (System V)

lpr

print (BSD)

lpq

enquire printer status

lpstat

enquire printer status

lprm

remove a printout from printing queue

cancel

cancel printing request

cpio

copy files from device to device (see cp)

banner

print printout separator page

Version management 

Version management systems are used to handle old and new versions of documents or code. It is also possible to keep several versions of the same document or code, for instance for different customers. Version management system store one full copy and differences to that copy. 

rcs

version control system (RCS), backward type

ci

save a new RCS version

co

reconstruct an old RCS version

sccs

version control system, forward type

Compilers and interpreters

Compilers are used to convert human readable source code into machine readable object code. Linkers are used to connect different parts of large programs. Please note, compilers are system and installation dependent. Compiler libraries are version dependent. 

cc

C-compiler

C++

C++ -compiler

gcc

C and C++ -compiler (Gnu C/C++)

xlisp

XLISP interpreter

awk

AWK interpreter

perl

Perl interpreter

java

Java interpreter

p2s

Pascal compiler

f77

Fortran 77 compiler

f90

Fortran 90 compiler

cobol

Cobol compiler

ada

Ada compiler

gnat

Gnu Ada 95 compiler

make

run complex series of editing, compiling and linking commands

imake

high-level make system

Electronic mail and computer conferencing 

There are several off-line mail and news readers, which operate client-server mode with Unix and PC systems. There are also several mail and news readers operating in X Window enviroment. The ones below are command line mail and news readers, which are, of course, also able to send mail and post news. 

pine

mail and news reader

elm

mail reader

mail

simple electronic mail program

rn

news reader

trn

news reader

sendnews
send (post) news

postnews
send (post) news

World wide web 

Most World wide web (WWW) browsers operates in X Window environment. Effective use of WWW requires good graphic and sound capabilities. 

lynx

text-only WWW browser, the user's part

netscape
full-feature WWW browser, needs graphic display

httpd

WWW server, the program at www.company.country address

Communication and networks 

Commands below are used for various tasks in computer networks. Some sites only allow the use these commands for network experts. 

ftp

file transfer program, anonymous and user-ID versions

telnet

establish a remote connection

rlogin

remote login

irc

real-time text conversation with other irc users

phone (var.)
real-time telephone-like conversation (several diff. syst.)

sz

send files using Xmodem, Ymodem or Zmodem protocol

rz

receive files using Xmodem, Ymodem or Zmodem protocol

kermit

run terminal emulation or transfer files using Kermit protocol

who

display information on users logged in

ruser

display remote users (old)

dnslookup
display user information from DNS server

ypcat

display user or group information from NIS/YP server

id 

display user's ID, name, group and group name

finger

enquire information (.plan) about a user or a node

ping

test and time a route to other computer

rup

display information about network machines

traceroute x
test routes to x (address)

nslookup x
look up or set address information

mesg

activate or passivate connections for talk, write and wall

rcp

remote copy, not in use anymore, see ftp

uucp

copy files between computers, Unix-to-Unix copy, see ftp

cu

call other computer, not in use, see telnet

tip

establish a connection, not in use anymore, see telnet

talk

full screen conversation between two users, see irc

write

send a message to another user, not in use, see irc

wall

send a message to all users (don't!)

Miscellaneous commands 

Please remember, these are the old commands. You favorite X Window system, what ever it is named, has all the bells and twistles. 

cal

calender

bc

calculator

dc

calculator with inverse Polish notation

Special characters and notations 

Some of the special characters and notations are shell specific. See also regular expressions , shell scripts and directories . 

> zzz

overwrite standard output to file zzz

>> zzz

append standard output to file zzz

>& eee

overwrite error messages to file eee (shell dependent)

< zzz

read standard input from file zzz

|

pipe data from one command to the second

tee x command
duplicate standard output into a file x and to the next command

!n

re-start command number n, see history command

&

run all commands on this line line as background processes

;

delimiter betweend commands on same line

-

indicate parameter (several meanings)

*

wildcard, any string, including nothing

+

wildcard, any non-emphty string

?

wildcard, any one character

[mx]

wildcard, character m or x

[m-x]

wildcard, characters from m to x

.

special command or repeat next character (several meanings)

.command
use the standard and not modified Unix command

.file

invisible (mostly) file

\

continue next line or code escape (several meanings)

/

directory level separator (several meanings)

~

home directory

#

comment

$n

shell variable n

Sometimes you get unusual response when trying to print or use a file. In some cases these responses are due to file identification string conventions. File identification string is a fixed number of characters at the beginning of the file, in most cases first two characters. Several programs use their own identifications strings, but there are some old Unix conventions: 

00
Unix binary file (two ASCII zero characters, not nulls !)

%!      PostScript (tm) identification, the file is PostScript code

There are other hidden character strings in use, for instance magic cookies used to identify network sessions. 

Regular expressions 

Regular expressions are a way to define conditional character strings . One regular expression may equal, that is match, several different character strings. Regular expression is a character string, which contains ordinary characters and metacharacters denoting one more real characters. 

There are other types of regular expressions, one of these is perl regular expression notation. 

(Back to beginning ) 

Common regular expressions are composed of following way: 

     text      Text as written

     .         Any one character

     [string]  Any one character in the string "string"

     [a-k]     Any one character from "a" to "k"  

     *         Zero or more repeats of previous 

               regular expression

     ^         At the beginning of a regular expression

               limits it to the beginning of the line

     $         At the end of a regular expression

               limits it to the end of the line

     \         Removes metacharacter's special meaning

     \( \)     Grouping brackets, as in mathematics

Details are in man egrep, man regexp and man regex. 
Shell scripts 

There are several shells, which are also known as command interpreters: 

     Bourne shell
sh
The original Unix shell by S. R. Bourne

     C-shell

csh
Berkeley University shell

     extended C-shell
tcsh
Ohio State University shell

     Korn shell

ksh
AT&T shell by David Korn

     Bourne again shell bash
Free Software Foundation shell

     Z shell

zsh
one of the many lesser known shells

Shell scripts are different for each shell. Below similar commands grouped together when ever possible. There are not always equal commands in different shells. That is one of the reasons having several shells. 

X Window graphical user interface (GUI) 

X Window is graphical, icon based interface. When in use, it replaces Unix command line commands. 

You can customise your X Window with values in X Properties file. There are several ways to start X Window: 

     startx
start X Windows system

Below are some command line commands used to start X Window subsystems and test software. 

     xterm
start VT100 terminal emulator (end: exit)

     xev
start keyboard, etc. event monitor (end: control-C)

     perfmeter
start computer performance monitor (set properties)

     xeyes
start mouse position indicator

     clock
start clock 

